ERRRRRREEEEE_E_—mmNBGBBmmmmm..S

Approved For Release 2008/04/22 : CIA-RDP91B00776R000100090023-7
= 7 . UNCLASSIFIED ‘

The Director of Central Intelligence
Washington, D.C. 20505

National Intelligence Council NIC #04003-84
11 July 1984

MEMORANDUM FOR: Director of Central Intelligence
Deputy Director of Central Intelligence
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National Intelligence Officer for Warning

SUBJECT: The Soviet Information Technology Dilemma

VC/NIC and I have discussed on numerous occasions the impact of the
computer revolution on the Soviet Union, particularly the impact of the

personal computer. The attached analysis from Computerworld is an excellent

treatise and I commend it to your attention. In sum, it notes that the Soviet
Union and indeed the Bloc, need computer technology to remain economically
competitive, but at the same time full adoption of an information society is

counter to Soviet-style Marxist-Leninism.
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Communism vs. the computer
Can the USSR survive the information age?

The hardware and software
gap between East and West is
about 10 to 12 years — some-
what less in robotics, consider-
ably more in office automa-
tion. The Soviet bloc follows, it
does not lead; the reasons are -
.ideological and structural.

By Rex Malik

The arrival of inexpensive digital information
technology poses a fundamental challenge to the
survival of the Soviet system. The USSR and its
associated countries cannot survive the large-
scale introduction of information technology in
any meaningful way and be recognizably the
same system that has evolved, in the case of the
USSR, over 70 years.

The main reason is this: The infrastructure
necessary for the USSR to reap the benefits is
absent and cannot be created without a massive
administrative restructuring, which would be
ideologically and politically more than difficult.

In a recent broadcast from Moscow, the Soviet

. commentator Boris Belitsky said that the “fifth-

“géneration” computers the Soviet Union is set-
ting out to create ‘‘embody the most valuable
expertise built up by the computer industries of
many countries, which was carefully and criti-
cally reviewed by the computer designers of the
socialist countries [italics mine).” Once more,
the Soviet Union is setting out to copy, to follow
in a track set by others.

On March 28, the Soviets announced that a

(This article was adapted from an essay in the May (ssus qf Intermedia,
the journal of London's I {onal Instl f G )
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“‘centralized system of automated ac-
cess to foreign computer networks
ang data banks has gone into service
in Moscow." Note the use of the
word “‘centralized.”

On Soviet television a week later,
the chairman of the Siberian Depart-
ment of the USSR Academy of Sci-
ences criticized the incompatibilit,
of two systems in different parts of
the Soviet Union, both built at about
the same time to do similar tasks.
One would expect centralized plan-
ning to eliminate incompatibility.

Within the last year, senior party

bers and demici have
made unusual public statements re-
flecting their recognition that com-
puting brings change:

@ Electronics are changing the na-
ture of labor.

@ It is an urgent socioeconomic
and important political task to intro-

duce electronic equipment and mi-
croprocessors into the national econ-
omy.

® The use of computer technology
could eventually release 50% of the
productive work force and i

are ideological and structural.

Why should the challenge take
different forms in the Soviet bloc
than elsewhere? What is inherent in
the technology that poses a threat to
the conti of the Marxist ideo-

production by 2% times. .t

8 Most of the USSR's population
should acquire skills {n handling
computer technology.

What is not at iasue here is the
eventual capability of the Soviet bloc
to produce — if it 80 chooses — the
right and appropriate technology, al-
though its hardware and software
are likely to remain at least a decade
behind that offered by the West, The
gap between East and West is about
10 to 12 years — somewhat less in
robotics, considerably more in office
sutomation.

The Soviet bloc follows, it does
not lead, and the reasons for its lags

logical state system set up by Lenin
“and his inheritors?.

Western European ascendancy
was the product of two sets of
forces, one of which gave rise to the
other. The first was an attitude of
mind, a product of the evolution of
religion, philosophy, climate and lan-
guage, which created a framework in
which change became possible. The
second was its product, the industri-
al revolution.

We are now witnessing the pass-
ing of that order in its second sense.
It is the first set of qualities, howev-
er, that is likely to ensure that if
anyone can pass through in relative-

Y
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ly good order, it is the nations of
Western Europe and their descen.
dants and inheritors. For the cast
mind that Europe’s long evolution.
ary chain produced is essentially
adaptive. Even 80, these are chal.
lenging times. k
The Soviet bloc, as presently con. +
stituted, cannot manage this transi. o
tion — at least, not peacefully. Ang
if not peacefully? A repeat of the
social convulsions of 1848 is stil] ~
possible, but whereas Western Eu- K
rope could survive that, the Soviet
bloc probably could not. The chal-
lenge that faces the Soviet bloc is
quite fundamental, and that chal-
lenge is caused by information tech. -
nology, its requirements, its applics-
tions and what it sets in train. The
growth of information technology is

The growth of informa-
tion technology is inimi-
cal to the continuation of

the industrial society.

That is the problem.
And the Soviet system
has the industrial soci-
ety at its heart.

inimical to the continuation of the
industrial society. That is the prob-
lem. And the Soviet system has the
industrial society at its heart.

We are talking here of Soviet-style
communism. We are not referring to
the USSR alone, but to the European
bloc of the USSR, Bulgaria, Czecho-
slovakia, Hungary, Poland, Romania
and East Germany. In many matters,
these countries are best understood
as one bloc; and that is especially
true with the development of infor-
mation technology. The linking
structure is the Council for Mutual

nomic Assistance, known as Co-
mecon. Strict Soviet-style commu-
nism, as described here, centers on
the USSR (notably Russia) and the
satellite countries in Eastern Europe.

To say that the bloc must be
looked at as a whole is not to imply
that it is a monolith. To a degree, the
different countries evince different
attitudes and behavior to the West
and to information technology. In
relative terms,the USSR is taking a
stricter, mo;gohhodox line, whereas
some of the'sigellites are being more
adventurous and innovative. This is
not happening with the encourage-
ment of Mdscow, only with its grudg-
ing acquiescence.

In Bulgaria and Hungary, especial-
ly. a new generation of management
is taking risks with a series of eco-
nomic reforms. In Hungary, planning
is indicative, not prescriptive. Man-
agers are increasingly accepting the
opportunities for decentralization.
Whereas in Hungary the managers
tend to act independently, albeit
with the tacit support of the party,
in East Germany the management
and party apparatchiks tend to favor

collaboration. The result is progress,
if somewhat slow. In contrast, the
USSR moves hardly at ali.

Before we go any further, let me
make my obeisance to the year of
George Orwell, 1984. It is appropri-
ate that one does, for computerized
information technology is seen by
many in the West as an Orwellian
technology. They stress the power
that it can give its operators should
they choose to apply it to the
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purposes of social control — and the
ability it can give the rulers to main-
tain surveiliance of the ruled at a
more detailed level than previous!y
possible — and end by substituting
“will” for “'can.”

1t does not follow that repression
and social control cannot work in
mass societies without

We are on track for a highly dangerous situation.
The way we have chosen to go presents the Soviet
leviathan with some very stark choicés which,

however it wriggles, it will eventually have to make.

sonal interest. Properly applied and
used, it is an immense amplifier of
human eapability. The peopie — at
whatever level — want this without
any loss of status, income or career
prospects.

The way information technology
is now developing is inimical to the

power. The USSR, among others,
managed quite effectively in that de-
partment long before the first com-
puter was brought into action. True,
it was not always thorough and ef-
fective, but capriciousness can be
Just as effective an instrument of

ourselves. Given that we seem to be
able to steer through the escalation
of nuclear weapons and stil} remain
at peace, one can see a situation
arising in which the Soviet system is
relegated to the second division of

terror and work just as fully

if not as finely. And sometimes it can
be cheaper. Computers have played
little part in getting the reputed
three million people intg Soviet labor
camps. . Wy

A scenario is possidbdTn which
computing in the Soviét bloc is used
primarily as an instrument of con-
trol, in the sense of police control.
But if this is all that it does, the
system has essentially conceded the
economic race. And this it-cannot do.
The bloc is a political entity whose
ideological justification is economic,
and competitively so. To give up the
race would be unthinkable.

1t is important to understand that
the challenge now facing the Soviet
bloc is not an immediately dramatic
one; forget Hollywood and High
Noon. The decline instead will be
gredual; the processes by which it
occurs are skin to erosion. And this
In turn could lead to political steps
that could have unfortunate conse-
quences for the Soviet bloc and for

ec power, a supplier of raw
materials and not much else. What-
ever one may believe about the
USSR, that is not a postulate that
any of its people (let alone their
leaders) would be willing to accept.
Yet it remains clear that informa-
tion technology will bite deepest and
have its most profound effects in
“free” socleties, which have a tradi-
tion of a relatively unfettered free-
dom of inquiry, a freedom from di-
rection as to where intellectual
curiosity may take you and the indi-
vidual freedom to acquire the skills *
that individuals themselves consider
important. It will flourish best in
societies in which, as John Milton
put it more than three centuries ago,
there {s “‘an open market of ideas.”

Broad range

Information technology”? That
should be read as covering digital
electronics and ranges from comput-
ing in all forms and applications to
cable and satellite technology; from

advances in'1/0 devices and proce-
dures, which will make even cheaper
electronics possible, to developments
in high-speed, very large-scale inte-
gration. Also included: advances in
software,'development of shetract
theories of mathematics to give our-
selves a better grip on reality and
research in practical applications of
cognitive psychology and systems
development. This last gives us the
likelihood of a technology with a
“human face,” one that can be seri-
ously applied to the care of the sick,
the disturbed and the elderly, as well
as giving powerful data tool combi-

. nations to expand the performance

of the rest of us. .
There may be, even {n the Organi-
sation for Economic Cooperation and
Development (OECD), a mix of atti-
tudes to the application of the tech-

nology. But we have enough experi- .

ence (and evidence) of behavior,
even in {ts sometimes still surprising
primitive state, to have some indica-
tions of the main thrusts. They can’
be briefly rized. Those peopl
who have or can obtain access to the
technology want it to do the hard,
the dull, the boring, the routine
work, while extending their own
control and providing greater per-

contini of the structure of the
Soviet bloc (and there is little possi-
bility of turning back) because the
technology {s not neutral. The conse-
quences may seem surprising. We are
on track for & highly dangerous situ-
ation. The way we have chosen to go
presents the Soviet leviathan with
some very atark choices which, how-
ever it'wriggles, it will eventually
have to make. - -~

‘In a market-based en

vironment,
. where investment and other business

decisions are made from the bottom
up (in its broadest sense) and the
*“people” may not initiate but still
haye the power of rejection, one can
say that, however imperfect the

- gystem, it has enough plasticity to
. reshape itself as' change occurs. A

key factor here is the extent to
which the society generates new
wealth and provides mechanisms to
distribute it.

No such adaptation is possible in a
top-down economy without the con-
sent of those at the top. Now there
are good reasons why this support
will be difficult to obtain, why it
would not be forthcoming, uniess the
Soviet bloc were to face the sort of
convulsion experienced by China af-
ter the cultural revolution, the death

. oano'l‘n&mmnndtheﬂuoIDeng

Xisoping. And even there, it should
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be observed, change is slow and
patchy.

The choice is fundamental: Reject
or adapt and cease to be Marxist-
Leninist, Soviet-style. If the choice is
the former, face the possible erosion
of Comecon's economic position;
though its resources will still contin-
ue to grow, they will not grow ata
rate commensurate to that of the
politically competitive industrialized
societies. The effect of that, in turn,
may well be to tip irrevocably the
balance abroad against communism,
Soviet-style, as a model for others to
follow. It will be increasingly seen as
an interesting experiment, if a costly
one, but one that has failed: in the
long scheme of things a very expen-
sive and irrelevant sidetrack.

The core notion at the heart of
communism is that it will in the end
provide a better life than that ulti-

mately offered by other systems.
This notion can still be held to,
though the system has to find more
excuses why it has not happened
yet. But, increasingly, this tenet will
be seen to be a delusion. And the
Soviet people might well find out,
which they have not as yet been
officially and willingly allowed to,
that their advances, where compara-
ble to those made by others, have
been bought at a much higher price
than those others have had to pay.
The best that will be able Lo be said
for communism, Soviet-style, will be
that it is of no more validity and
importance than the idea that the
application of almost any skill to the

’ solution of a problem is better than

no skill at all.

Ironically, the Soviet system'’s
large-scale dependence upon techno-
logical advances in Europe, the U.S.

and Japan means that there is a
growing constituency that somehow
or other has access to foreign materi-
al. Electronics engineers, software
specialists, telecommunications pro-
fessionals, process control engineers,
chemists of almost all kinds — all
must have access to this literature if
they are to keep up (even if it has
first to be translated, usually by offi-
cial, centralized agencies).

Yet internal network and data
base technology is still in its infancy.
The routine inquiries made by aca-
demics and scientists in Europe and
North America using packet-
switched communications networks
are not routine in the Soviet Union.
Some networks do exist. The State
Committee for Science and Technol-
ogy operates Viniti for general tech-
nical data and Patent for patents.
These sy.stems seem to work moder-

- e e - .
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ately well, if in a passive mode, and
with understandably strict condi-
tions of access (easy to arrange if
you restrict the number of termi-
nals). Another network, called Aca-
demnet, is scheduled to become oper-
ational within the next year or so.
But experience teaches us that the
process of interconnecting research
institutions and penetrating the re-
search community is surprisingly
difficult and has a long learning
curve.

Within information technology,
the digital computer lies at the core
of the challenge. To consider what
one can perhaps call, in a shorthand
phrase, the case of ‘‘communism vs,
the computer,” we must briefly con-
sider some crucial aspects of the so-
cieties being developed in the OECD
countries in which computing is en-
demic and intrinsic, for they could
no longer run without it.

There is no agreement in any de-
tail about the changes that informa-
tion technology is likely to bring
about or make possible in society.
For there are a number of schools of
thought, and much of the writing is
overlaid with special pleading not
just about what might be or could be,
but about what ought to be. Politics,
philosophy and nationa! viewpoints
intrude (why should one expect any-
thing different?). All that there is
general agreement on is that infor-
mation and its electronic handling
are central to the structures and pro-
cesses of the evolving societies in the
West. And only those societies are in
a position to pose the question: How
do we get out of here?

The key words are information
and electronic handling, and we need
to disentangle them as much as pos-
sible. Let us now take our first push
at considering information. I am not
putting forward the proposition that
information displaces the uses of en-
ergy and other machines, rather that
it takes its place within the basic
equation about what is required to
make a8 modern society run. This can
mean 8 major readjustment about the
way one thinks about the economy at
its most basic structural level.

It means not simply a major read-
justment in the way we think, but
also in the way we act. The evolution
of work in the 20th century has been
toward less and less human muscle
power and more &nd more knowl-
edge. That kngflédge is based on
transmittable.’ ation which, in
turn, is based on data (which will
have the same meaning and value to
a task, irrespective of who is doing
it, which is another principle of
great power).

Where does the Soviet bloc stand
on these trends? It is not surprising

- = it is part of my thesis — that no

meaningful figures are accessible.
However, we can make intelligent
guesses, especially about the USSR.
At the start of the 1980s, the USSR
had a population about 20% larger
than that of the US. and & gross
national product less than half the
size. Yet:

® The USSR employs roughly
twice as many people as the US. in
the manufacturing industry.

® In industrial manufacturing,
more than half its employed labor
force is engaged in unskilled or semi-
skilled physicai labor, as opposed to
10% to 20% (a figure that is steadily
falling) in OECD countries.

& There were probably 15 times
as many information workers pro-
viding financial, insurance and
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business services in the U.S. as in the
Soviet Union.

@ When we look at the numbers of
computers installed, the ratio of
mainframe installations is probably
on the order of between 15 and 20 to
one in favor of the U.S. But this
figure does not tell the whole story.
The U.S. systems (and the same ap-
plies to other OECD countries), in
terms of hardware power, are much,
much larger and are usually applied
differently. And, of course, because
of developments in software and
telecommunications, they are now
different in kind.

& When you come to minicomput-
ers, the differences between OECD
countries and the Soviet Union wid-
en. They widen even more when you
come to terminals; théyafre §
in word processors; sn@/with micro-

the diffezerices are as-
tronomic. We are looking currently
at an installed base of 15 million to
20 million in OECD countries (and an
annual growth rate of 30% a year)
and not even 160,000 to 200,000 {n
the Soviet Union.

As a generality, we are looking at
an operational technology difference
between East and West of probably
one order of magnitude.

If one accepts that there is a cor-
relation between meaningful infor-
mation meaningfully applied and the
rate of growth and the rate of
change (which, put this way, is a
statement of the obvious), one can
think of this as the critical indicator
of the process that turns a society
from an industrial society into an
information society.

The problem that faces the Soviet
bloc in trying to make this transition
from an industrial society to an in-
formation society is that it faces an
evolving structure of economic soci-
ety essentially foreign to it. Central
to the differences is the issue of
information. jts existence, its valid-
ity, its objective measurement, who
has access to it and how it is'used all
have a critical role to play in the
development and transition process.

There is in the West an open mar-
ketplace of ideas, an ever-growing
accretion of information, which en-
sures that each year there is sub-
stantially more data to be handled,
more complexity to be unraveled and
ever-increasing information entropy.
Change, progress, whatever you care
to call it, requires that this entropy
be reduced. And digital information
technology is our basic means of do-
ing 8o, if not our only means. The
computer relates to data as effective
government relates to the reduction
of social entropy. It is this that the
people of the OECD countries have
sensed lies within information tech-
nology. which does not, of course,
mean that they always like the re-
sults.

Fortunately, there is seldom wide-
spread objection to the manipulation
of dats and the creation of informa-
tion and knowledge. This work is
helped by the fact that almost all
real data arises at the individual and
enterprise level independently of
government. As a result, the mea-
surement of real performance is a
routine activity conducted at many
levels across society. This is not rou-
tine in the Soviet bloc.

One can construct a scale with two
components. One would be the pene-
tration of computing into adminis-
trative processes, both government
and industry; the other would be the
degree to which data and informa-

The Japanese consensus system, which keeps
everyone who needs to know informed and seeks

what one could call a democratic

agreement about

how to proceed, can put a high initial cost on the
“information overhead.” But it pays off.

tion are shared across society. No-
where, of course, is it enough. How-
ever, the scale would demonstrate
that the more the penetration of
computing and the more the informa-
tion is shared across society, the
greater the level of growth and pros-
perity; the less, the worse.

It is no accident that were one to
plot these two factors against stages
of industrial development and the
growth rate of competitive indis-
tries, the more the correlation would

be shown to exist. The USSR (where
computer penetration at the level of
operational enterprises is probably
st its lowest of all major industrial-
ized countries and information shar-
ing is minimal) lies at one end of the
scale. Japan, where the situation is
the reverse, lies at the other.

The case of Japan is particularly
interesting. It illustrates the addi-
tional power conferred by open sc-
cess to information and appropriate
social habit. The Japanese consensus

system, which keeps everyone who
needs to know informed and seeks
what one could call a democratic
agreement about how to proceed, can
put a high initial cost on the “infor-
mation overhead.” But it pays off.

It is worth reminding ourselves of

the key differences between the two
approaches. The Soviet bloc is found-
ed on a fallacy. That fallacy is not
necessarily the one that peopie in the
West normally think it is: that the
Soviet bloc tries to control the econo-
my and that an cannot be
controlled to the level that the Soviet

- bloc requires if it is also to grow and

develop. Though no one has so far
demonstrated a successful and rapid-
ly growing controlled economy, one
cannot rule it out. It may well be that
in the long term, the digital principle
makes it possible, though I suspect it
does 50 only if economic affairs have
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been radically reduced in importance
in the lives of the people.

No, the fallacy is not a matter of
more planning. It is much deeper. It
is the fact that planning istied to a
specific ideology. And more. Every-
thing is linked to ideology, and the
ideology is hostile to change. It pro-
claims the ultimate revolution while
debarring and preventing the next
day's evolution. It embraces grand
gestures and is impatient with the
small steps, the fuzzy groupings.
that surround innovation.

The fallacy is this: The state is
logy written {stratively,
and one cannot officially change the
sdministration without changing the
ideology. The result is statiam, oesifi-
cation and an inability to respond at
the pace that change would other-

wise make necessary.

Three major strands in the Soviet

system conspire to make the transi-
tion to an information-based society
a problem of horrendous complexity
and magnitude: :

1. The links between ideology and
the administrative machinery. This .'«
strand is the most obvious of the
three.

2. The links between ideology and
people. Soviet careers depend largely
on membership in the party and
achievement within it, rather than
on functional abilities (there are sim-
ilarities with the conflict between
“reds’ and "experts” in China).

3. The linkage between ideclogy
and data. The availability of infor-
mation and communication flows are
not sufficient to enable a 20th centu-
ry industrial economy to be run ef-
fectively if the judgment of effec-
tiveness is to be comparative
performance with the rest of the

industrialized world. Each step the
Soviet bloc takes is seemingly bought
at a higher price than that paid by
its competitors. The right informa-
tion is seldom easily available. Yet
effective and rapidly increasing in-
formation flows are a precondition
for a transition to an information
economy.

It is these three conditions which
have made it more than difficult for
the Soviet bloc to create an electron-
ics industry that could compete ef-
fectively with those of the OECD
countries; yet the creation of such an
industry is a necessity if any transi-

tion is to be made.

The notion that a new, innovative
company could appear almost out of

‘nowhere and grow rapidly is not one

found within the Soviet system. It is
opposéd not only by the administra-
tive machinery, but also by the ideol-

ogy that sustains it.

Consider the case of the kind of
small entrepreneurial company that
has been so crucial to the develop-
ment of microelectronics. Sinclair Re-
search Ltd. is a good example. It
could not have been predicted, let
alone planned, that as a result of
changes in technology, marketing,
the public response to product and
its own initiative, Sinclair would
make four major model changes
within four years and end up pro-
ducing a system at four times the
price, but with a 32-fold increase in
raw power. That system also came
with throw-in software which could
not have been run on the first sys-
tem; even if it could, it would have
cost somewhere between 10 and 20
times the price of the initial raw
system. We are talking of & price/
performance improvement of some-
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Each step the Soviet bloc
takes is seemingly
bought at a higher price
than that paid by its
competitors. The right
information is seldom
easily available. Yet ef-
Jective and rapidly in-
creasing information
flows are a precondition
Jor a transition to an in-
Jormation economy.

thing well above 1,000%. This dy-
namic expansion is totally outside
the Soviet planners’ experience and
intellectual framework.

In the real world of changing tech-
nology and changing product, the So-
viet bloc's structural arrangements
are such that they could be guaran-
teed to cause the maximum amount
of delay, both bureaucratic and ad-
ministrative. One of the Soviet bloc’s
most severe practical problems is
how to subsume newish or evolving
technologies within particular and
specific structures of ministerial re-
sponsibility. The technology not only
adds to power, it can also-redistrib-
ute it; and thus, for some, diminish
it. And the further up the ladder, the
more difficylt the technology be-
comes to ffréduce.

The problem with the Soviet bloc's
information flows is quite simple.
The system uses for its version of
reality ohly those flows it claims
exist, and these are built into the
structure. Broadly speaking, what
passes for information resources is
the data that enterprises create as a
result of their activities. This data
may or may not be real in that it
represents what the system wants
and needs to know rather than repre-
senting behavior. It is then filtered
and massaged by the party, mostly
centraily, which puts its own gloases
on the result and then makes it pub-
lic — or not.

Much of the information the Sovi-
et bloc creates is not public or widely
accessible. In terms of a higher end,
information is only publicized if it
will help to shape society or mold it.
A common pool accessible to all does
not exist in any serious form except
where it is operationally unimpor-
tant. The independent collection and
analysis of data do occur, but ina
restricted form with more often than
not an even more restricted
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circulation. An information market-
place, a routine widespread ex-
change, whatever you may care to
call it, does not officially exist in the
sense that ideas and data are allowed
to find their own level. They are not.
There is prior censorship of almost
everything generated through offi-
cial channels.

The subordination of the people to
the collective will, whether ex-
pressed on their behalf by one per-
son or by many, has a long Soviet
existence and an even longer Russian
one. As a result, the people of the
Soviet Union or most of the bloc
have not been allowed individual ac-
cess to information or the tools with
which to handle it outsidecollective
Or monitored circumstances. The list
of what the Soviet Union, does not
have or does not allow f:’)ong and
extensive. .

Street maps and otKer maps of
meaningful scale covering the coun-
try. except for a few carefully cho-
sen sites, are not available. Tele-
phone directories are not routinely
available, except in areas not acces-
sible to foreigners. It was announced
in 1983 that the city of Tbilisi has a
computerized telephone directory
with data on more than 140,000 sub-
scribers and on more than 80,000
telephones in apartments. This Sys-
tem is an interesting route to follow,
for it makes it easier to make a
subscriber a nonsubscriber.

Telephones are not routinely
available. The party has more than
18 million members, and at the end
of 1882 there were littie more than
26 million telephones. During that
year, 1,260,000 had been added. We
are talking of one telephone for ev-
ery 10 or so people, which is a low
penetration rate in comparison with
the OECD countries, where penetra-
tion rates ranged from 60% to more
than 80%.

The difference is critical. It is a
common observation among commen-
tators on telecommunications that
there is a critical mass in telephone
installations, thought to be around
one phone to every three people. It is
hard to be precise because it has
much to do with the urban and agri-
cultural mix both of people and
phone installations. Once that criti-
cal mass has been passed, the gov-
ernment has immense difficulty in
fmposing its will, should enough of
the population decide otherwise.

That will can be imposed by clos-
ing down interurban telecommunica-
tions while the system tries to re-
store what it considers to be order.
But even then, unless it can seriously
interrupt automatic dialing across
the totality of the telecommunica-
tions system (as the Soviet Union
was forced to do in 1983 with direct
international dialing), its control is
seriously impeded. It should be re-
membered that the interruption of
internal automatic disling has al-
ready happened in one country, by
intent, not accident, during a time of
crisis. The country was Poland,
which has not yet gotten enough
phones installed to have reached a
critical mass. Viewed in this sense,
the telephone is an instrument of
democratic freedom.

More problems ahead

The Soviet people could hardly
imagine a situation in which aimost
all books would be available for pur-
chase or loan, as well as most records
and films. This pluralism, of course,
breeds knowledge and skills, which

in turn breed change, and that would
-never do. The notion that a society
could have more than 100 competing
computer publications available to
all, most of which are independently
produced, would terrify Soviet plan-
ners, yet that many publications are
available in the UK market.

The Soviet Union is now faced
with the personal computer and will
have even more problems. The cur-
rent five-year plan talks of a com-
puter in every schoo! by 1980. By
contrast, the UK, for practical pur-
Pposes, already had at Jeast one com-
puter in every secondary school by
the end of 1883 and should have one
in every school by the end of this
year.

The system cries out for informa-
tion technology; indeed, it could al-
most be said to be tailor-made for the
benefits of information technology

~— given, of course, that the models
can be created and the algorithms
written, that the Recessary informa-
tion flows take place and that the
Pprocessing power is installed and
running and deals with reality.
These assumptions might be up-
held in OECD countries and, one
might think, would be equally realis-
tic in the Soviet bloc. There is, after
all, a long tradition of controt theory
and mathematical model-building in
the USSR. Russia, particularly, has a
solid core of theoretical mathemati-
cians of great skill and competence.
If anyone should be able to arrive at
rs, the Russi hould
Wrong. The Soviet skills, which
are undeniable, may be more of a
probiem than a solution. I1deology
permeates data, too.
- To sort out what to do, one has to
have agreements about the ap-

proaches to be followed — and
agreement right across the system.
And therrone has to have a period of
stability in which to build whatever
it may be and get it operational and
embedded across the system. The So- -
viet bloc has not had that stability
since computing began. It has been
bedeviled for a quarter of a century
by argument, much of it theoretical
and covering almost the entire field.
from almost pure mathematical the-
ory to arguments about organiza-
tions of systems and hardware.

1 am not arguing that information
does not flow — far from it. Data
does flow, lots of it. It is data aimed
at the production of statistics. If sta-
tistics move you, then the Soviet bloc
is a delight. But it is also a graveyard
of data, a nightmare in which tables
constantly pass before you, yet little
data is available on what went

knowl
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wrong in a time scale for you
to be able to affect it. Most of
the time the data does not
tell you what you actually
wish to know and eschews
comparisons across the
board in any sort of time
frame that would allow com-
parative progress to be mea-
sured. But the major charac-
teristic of the data is that it
is long dead. It is usually a
record of the past, for the
public, so carefully selected
as to exclude what is not
favorable.

designed by lann Barron,
now strategy director of In-
mos, the British semiconduc-
tor manufacturer.

Today, 20 years later, the
Soviet bloc is still largely de-
pendent on foreign technol-
ogy, the USSR especially so;
most Comecon hardware is
built in East Germany and
Hungary. The most common
mainframe series throughout
the bloc is the Ryad, which is
largely built in East Germa-
ny (the Germans understand
quality control). Its design

— if one can call it that —
began in the late 1860s, and
it is an attempt to build look-
alikes based on the IBM 360
series software architecture
and instruction set, aiming
for compatibility. It is copy-
ing without benefit of license
payment or royalties. In the
1870s, the series was quietly
upgraded to an IBM 370
look-alike, and no doubt
copies of the 30 series and
4300 series will follow.

The system is still proba-
bly eight to 10 years behind

IBM. And IBM is not usually
the world's leader of comput-
ing technology in practice. In
the past and, I believe, still
today, IBM has taken the
view that it pays to be sec-
ond — that a reliable, known
and maintainable technology
is preferable to a very ad-
.vanced one. It is an accept-
able view of the market-
place; after all, IBM has had
well over 60% of the Western
world's commercial main-
frame market for a quarter
of a century or more. IBM

technology often arrives on
the marketplace three to five
years behind its advanced
competitors.

The agreement of any ob-
servers one talks to is that
we are looking at systems,
software, peripherals and
applications which, even
where comparable, are prob-
ably still 10 years behind the
general level in the West,
Much of the applications
loads are still in the batch
area (after-the-event admin-
istration). Communications-

Mixed blessing

Over the years, the Sovi-
ets’ talent in control theory
has had impact both there
and elsewhere, particularly
on approaches to solutions in
associated fields. One thinks
of Ivan Pavlov and his work
on the conditioned reflex
and Wassily Leontief"s work
on input-output tables
(which came to fruition in
the U.S)

This emphasis on mathe-
matics 18 8 mixed blessing. It
1s undeniably strong. The
Russian word for software is
“mathematical means.” The
Soviets want rmathematical
algorithms, rather than the
efficient handling of data.
Incentives (salaries, promo-
tion, power) are not geared
to practical results, like
higher sales or more produc-
tivity, but to the design of
more and better models and
theorems. Software — math-
ematical means - is often
not a means to an end, but an
end in itself. It echoes the
Soviet problem that, for in-
stance, there is often & short-
age of spare parts because
the factories are geared to
total output, not customer
satisfaction.

The Communists under-
stood quite early that the
system they were creating
after 1917 demanded that
statistics be collected on a
national basis and that this
required machine power.
They were among the first
large-scale users of that pre-

d or of the cial
computer, the tabulator. By
1929, the USSR was reported
to be the third largest user of
IBM machines after the U.S.
and West Germany.

Now if you are to apply
control sciences in the mod-
ern sense, then you must
have the tools to do so,
which means computers. The
Soviet bioc had begun ac-
quiring computing skills
some time before; however,
by the mid-1950s it was woe-
fully behind. The perfor-
mance differences between
Soviet and Western systems
were on the order of one to
100 or more.

The Soviets attempted to
do something about this gap.
They copied. The first real
product of this policy ap-
peared in the late 1860s. It
was the Minsk series, a set of

general-purpose computers
for civil use which was cop-
ied from the NCR Corp. Elliot
803 which had been initially

A LONG,DRAW
EXPLANATION OF THE DG
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oriented systems are still a
rarity.

There is another peril im-
plicit in this approach. Plan-
ning processes of the kind
practiced, and the depen-
dence on comparable archi-
tectures and hence compara-
ble technology to make those
architectures work, means
that the system is locked
into a track that stays be-
hind.

Computing breeds local
autonomy in operatiohal
matters; such is the history

OUT
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of its application in the
West. The Soviet bloc’s reluc-
tance to grant such autono-
my at local and regional en-
terprise levels has meant
that the technology cannot
be as meaningfully used.
The Soviet manager's
problem is his inability to
respond outside the confines
of the planning mechanisms.
He cannot react to technol-
ogy change in any broad di-
mension. He must wait for
approval, and that approval
will come within the plan's

DATA NETWORK.

normal time frames. Yet al-
though the manageria! scope
to create lateral links and
respond to events is limited
in theory, those links do ex-
ist in practice (how else
would the system work?). All
this breeds serious and prac-
tical problems for the politi-
cal system.

Dilemma for Soviet elite

The Academy of Sciences
of the USSR recently estab-
lished a Department of Infor-
mation Science, Computer

ency:

modems
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training is
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instead of a dedicated host, no
host software is involved and
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Simplicity. Flexibility.
Efficien p Satzmgs. Cht%( themn
up to INA From .
%A, 303 Research

Technol gy and Aut ion
A vice-president of that
academy, Academician Ve-
likhov, could be heard on
Radio in the summer

. of 2983 discussing the

growth of the computing side
of information technology
and public access. What he
had to say shows very clear-
ly the dilemma that faces the
Soviet elite. The excerpts
that foliow are taken from a
transcription and translation
made for the British Broad-
casting Corp. World Reporter

Service. The interpolations
in brackets are mine.

. “Today," said Velikhov,
*‘there are practically no rea-
sons why every inhabitant
of the Soviet Union should
not have his own computer,
one with a good memory and
on which one can plan and
calculate.” {There is no men-
tion of word processing, nat-
urally, which would, I sus-
pect, be covered by the same
controls as exist with type-
writers.}

Computing breeds lo-
cal autonomy in op-
erational matters;
such is the history of
its application in the
West. The Soviets’ re-
luctance to grant
s-n:lclh %tonomy at lo-
cal and regional en-
terprise levels has
meant that the tech-
nology can't be used
as meaningfully.

"1 do not think that today
it is a matter of being able to
£0 into a shop and buy one
— it would be a bit expen-
sive, after all.” [During last
year's price discounting,
which is still not over, the
cheapest and smallest of the
Sinclair machines was selling
inthe U.S. for Jess than £25.]

“Forecasts indicate that
by the 1990s, computers will
be just as common as a tele-
vision or a car.” {Which are
not common at all. The Sovi-
et Union has one television
set to every three people and
claims to have one car (pri-
vate) to every 27 people. By
comparison, both the UK and
the U.S. have one TV set to
every two people and consid-
erably higher car ratios.}

“It is another question
whether they will be in per-
sonal use, for.on the whole,
different countries go differ-
ent ways. France, for in-
stance, is basically taking
the path of public use.” | This
claim is not just disingenu-
ous, but carries misrepresen-
tation to extreme limits.
What the French are doing is
making public data bases
(notably the telephone direc-
tory) accessible over video-
tex systems. They are alsc
consciously, clearly and ac-
tively encouraging the devel-
opment of home computers
for private use.]

“I think that we are to a
considerable degree taking
the path of the public use of
these computers. They will,
however, be at the disposal
of all. . . . There will be com-
puters in shope, collective
farms, factories, in the trans-
port system and at the dis-
po::l of economists.” {Priva-
€y is not encouraged.|

**As to going into every
flat, this must be given some
thought. After all, it is very
important that there should
be a need for one in every

Approved For Release 2008/04/22 :

CIA-RDP91B00776R000100090023-7




Approved For Release 2008/04/22 : CIA-RDP91B00776R000100090023-7

. 1D/48

COMPUTERWORLD

JULY 9, 1984

IN DEPTH/USSR IN THE INFORMATION AGE

flat.” {(Nowhere in the broadcast is
the top-down nature of the social
system better caught.]

“In a flat, I think it should be
something on the lines of a tele-
phone, and it basically should be a
system through which one can get
information, information you need
like booking tickets, weather fore-
casts, inquiries and so forth.” [The
questioner may not have realized it,
but Velikhov has changed the nature
of his response; he has caught up
with videotex as it was first envis-
aged in the late 1660s, a system in
which what already existed on paper
was merely transferred to electron-
ics.}

“Data from libraries and inquiry
centers is a very important aspect.
Such a system should be set up. {As
to whetherj it will be needed in every
home. well, it must be understood

A society that copies cannot have control. The
main Soviet microprocessor chips are based
on the standard Intel and Motorola designs. The
pace of technological chauge is not under Soviet
control, even though the pace of its introduction

may temporarily be.

that not many people work at home,
but of course such a system will be
needed for those who do work at
home. . . . One could say also that the
situation in our country with regard
to information is by no means as
good as it might seem.” {He is right.
He could be referring to the control
of access to information, where it
can be an offense to access and take
away information in some libraries,
though the information itself is

based on translations of works pub-
licly available in the West.}

**And now a revolution, the transi-
tion to mass service, is taking place
in it, to mass introduction. Technol-
ogy makes it possible to do it. We
have on the one hand to prepare
society, to understand its needs and
to forecast them somehow, and on
the other hand, we have a different
situation. It is not the market that is
in control; we have planned control."
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{Velikhov either deludes himself or is
trying to delude his listeners. The
Soviet Union does not have control.
A society that copies cannot have
control. The main Soviet micro-
processor chips are based on the
standard Intel and Motorola designs,
and they are what will fuel any revo-
lution that might occur in the Soviet
Union. So even at this level, the pace
of technological change is not under
Soviet control even though, of
course, the pace of {ts introduction
may temporarily be.]

It is obvious that peopie cannot
run an information-based economy
unless they live in an information-
rich environment in which the data
that exists and the information into
which it is turned can be objectively
tested against reality. There has to
be systemwide interaction. Current-
ly, that interaction takes place only
between managers up and down the
line and the plan and planners, with
management under pressure to reach
output goals. If getting big and be-
coming bigger is the test by which
performance is centrally measured
(and, as a generality, this is the
norm), then that is how manage-
ments will behave irrespective of the
costs involved.

The consequences over time are
dire in an economy with substantial
shortages and deficiencies arising
from flawed structures. The unoffi-
cial networks cannot make up this
lost ground. Many in the West be-
moan a tendency (most noticeable in
corporate America) to be guided by
the quarterly bottom line, and accu-
sations are often bandied about that
much U.S. management is selling
short the national future. But the
U.S. problems in this area are mini-
mal in comparison with the ones in
the Soviet bloc. There, the same ten-
dencies are compl ed by anoth-
er: that of Soviet managers and ad-
ministrators to hoard whatever is
available and to cut back on forward
investment to meet current output
targets. All these inflexibilities mean
that though the productivity of the
Soviet bloc improves, it does so very
slowly. A high price is being paid.

The problem can be put this way.
Not all Soviet information is equal,
capable of being tested by some sort
of objective and neutral standard.
This principle-goes much further
than the tef@ency of governments to
hide what {if{ormation they can, or
at least try to, when they consider it
embarrassing or sensitive.

The Soviet problem is a different
one. It is that, to paraphrase George
Orwell in Animal Farm, all data is
equal, but some pieces of data are
more equal than others. There are
two primary causes.

Much economic data is highly sus-
pect. It is based on reports by those
down the chain to those higher up
that they have accomplished their
tasks; and whether they have or not
cannot be routinely, objectively test-
ed. The system is not set up to make
that possible. A fact is not necessar-
ily a fact in the Soviet bloc. Its truth
is dependent upon who issues it and
for what purpose.

But this is not the only problem.
As Milovan Djilas observed years
8go, the Soviet Union and the other
Comecon countries are run by a rul-
ing class. It is a large group, which
perpetuates itself, although Soviet
orthodoxy would deny its existence,
and as the system is not flexible
enough to have a plurality of routes

to the top (ideology alone would in
any case deny the possibility), then
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reality intervenes.

The reslity of life in the
Soviet bloc’is that access to
the goods in short supply de-
pends not on something that
can be objectively measured,
but on privilege. Now privi-
lege is a slippery quantity,
with data which varies un-
predictably in value over
time. And as privilege cannot
be openly acknowledged, the
Soviet Union is faced with
an information structure
more than difficult for com-
puter systems to handle.
There is little doubt that
such systems could be set up, ,
but the political costs would *
be too high. - '

Computerized reservatiin.”
and sales systems, for exag
ple, are part of the infra..-
structure of the information
society we have been evolv-
ing for more than a quarter
of a century, and without
them some service industries
~ould not run. They hardly
~xist within the Soviet bloc.

Reservation systems also
Kive an indication of market
demand. The Soviet leaders
know quite well that the de-
mand would be there for al-
most anything. They have no

E}

wish to be reminded of the
system’s shortcomings. And,
in any case, if such systems
were set up giving access to
all, other privileges would
have to be found to keep the
currently privileged in line.
The Soviet bloc, it can be
said, makes creative use of
shortages (as do all systems
where they can); it has just
taken the principle further
than most.

But what of the future,
the next generation? The
outlook for the Soviet bloc is
bleak indeed. The evidence
in the West shows that the
impact of information tech-

" nology upon a country's

elites is both centripetal and
centrifugal. Initially, it
strengthens the grip of the
specialists over their special-
ty. It makes for greater mas-
tery among those so inclined,
and the knowledgeable can
become even more so. The
technology resources give
them an enhanced ability to
defend their interests across
society and to seek to influ-
ence it by stressing the im-
portance of whatever it is
that they do to the total out-
come of society.

Later, Nowever, it is haid
to lock these resources up
and keep them the preserve
of the professional elites. To
computerize data means to
order it and to strip it of
ambiguity or to make the am-
biguity explicit; so access
can become widespread and
undermine the power of the
traditional special interest
groups. The resolution of the
conflicts in interest is not,
easy, which means that it
can begin to take up more
and more of the time and
energy of the political elite.

For a society to evolve in
the direction of becoming an
information soclety, it is nec-
essary that both tendencies
be present. Indeed, the sec-
ond cannot be undergone un-
less the first has or is being
gone through. So, if it1s to
compete seriously, the Soviet
bloc has to find mechanisms
to obtain the appropriate
technology, either by its own
endeavors or based on oth-
ers’, and then let that tech-
nology permeate its society.

And this is where even
more problems lie. Cheap
electronics (and the appro-
priate socia! structure) breed

MicroAge
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organized data and software
to make use of that electron-
fes. Were the Soviet bloc to
acquire the first, it must al-
low for the development of
the second and third. But the
software and data that can
be centrally planned, origi-
nated, approved and orga-
nized are a very amall part of
the amount required and are
mainly concerned with basic
and routine processes. The
truth is that the nearer one
gets to operations, the closer
the requirement for user in-
volvement becomes — and
not just in use, but in cre-
ation. And that, as experi-
ence shows, breeds indepen-
dence.

Another problem that
faces the Soviet bloc is the
direction in which the broad
technology of computing and
information technology is

generation computer to

" which Japan is committed

{and, therefore, for competi-
tive reasons, all OECD couri-
tries) is 15 years in the fu-
ture. The fifth generation is
in part a generation of “in-
telligent” machines, infor-
mation-handling engines,
based on general principles.
Analogously, the engines can
be driven through informa-
tion as one can drive a car
across 8 physical landscape
The fifth generation is an
information-handling tool of
& power &t least two or three
orders of magnitude greater
than anything available to-

day. Such power obviously
" extends the range of our in-

forraation-handling activi-
ties. But the fifth generation
will not be & sudden jump. It
is & general target that will
be approached in steps, and

evolving. Let us be pessimis-

we can expect that each step,
tic and say that the fifth-
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the then current equipment, will be
marketed and used.

By the time the fifth generation
arrives, we can expect that many
Western societies will have had seri-
ous exposure to advanced informa-
tion technology. Both elites and
workers will be linked to informa-
tion resources, for subjecting those
resources to analysis and judgment
and for communications among
themselves.

The quality of ease of use will
have been transformed, as will the
images that can be created and han-
dled, whether arising from graphics
or from text.

These societies will not only be
prepared to use information technol-
ogy but encouraged to do so. Eco-
nomics makes that necessary, for the
heavy costs are up front in the de-
sign, creation and manufacture of
the systems, whatever they may be.
The costs of production for market
after the initial semiconductor-based
devices have been made and tested

.are relatively trivial. - -

Also coming up are more conven-
tional computer systems of very
great power indeed, two to three
orders of magnitude over the most
powerful systems in use today. We
are within reach of systems that
might enable the Soviet bloc to do
effective central planning — plan-
ning, after all, can be by consent —
{f it had the necessary information-
handling habits.

In OECD countries, where these
are the norm, we are going to find
ourselves with tools to test hypothe-
ses and plans at quite low levels of

organization. There will be little fear
at the top of the use to which those
resources might be put.

At mundane levels, they will en-
sble us to do serious and detailed .-\
analysis and forecasting over longer
time scales, to test the stress and
strain of complex mechanical assem-
blies, to design even more complex
electronics and to discover, analyze
and test new biological and chemical-
based substances and products.
These are all obvious uses.

We are also creating a wide vari-
ety of telecommunications facilities
that are now rapidly cross-connect-
ing the industrialized part of the
globe. From these interconnections
the Soviet bloc is, for real day-to-day
operations, almost totally absent. It

“is absent by choice. Its direct tele-

communications links to other coun-
tries are few. )
Strangely, the bloc’s telecommuni-
cations connections between its al-
lies do not seem td be very great.
There is much talk of plans, both
internally and externally, but sur-
prisingly little movement. Since the
mid-1970s, the International Insti-
tute for Applied Systems Analysis
(IIASA) near Vienna has been creat-
ing a packet-switched network to al-
low interworking among its geo-
graphically contiguous neighbors
and access to data bases held remote-
ly. The network includes Austris,
Czechoslovakia, Hungary and the So-
viet Union. Traffic between the first
three is heavy, but with the last is
said to be minimal. What traffic
there is originates in the Soviet |
Union and seeks data held else- '

where; reputedly, the imbalance is
substantial.

‘The Soviet Union is quite happy to
look out. It does not, it seems, like
others peering in.

"W The West is rapidly putting up

data bases containing much of the
world's professional dats, as well as
bibliographic data, and developing
the tools with which to search it
interactively and in new ways. From
this research, the Soviet bloc is no-
ticeably absent. Specialists say that
the papers in the field that originate
in the Soviet bloc indicate the Sovi-
ets are relying largely on languages
and approaches similar to those we
pursued 10 to 15 years ago. We have
rejected these | b

they are unsatisfactory.

There is & Soviét user communi-
ty, but much of the time it works on
foreign equipment and searches data
bases resident abroad. As a general-
ity, however, neither the foreign
equipment nor the access to those

_foreign data bases is available to the

bulk of the community that might
wish to access it.

In the West, the ongoing transfor-
mation of industries is likely to
speed up, and the capabilities of ex-
isting industries heavily dependent
on the use of information will be
much magnified. This development
will continue to extend the role,
scope and dependency of the econo-
my on data, information and knoewl-
edge handled via electronics.

Break with past, present

The problem that faces the Soviet
bloc is that to breed s competitive

society, for the triumph of commu-
nism to happen, it must breed not
just an educated society; it must
breed an informed society. Concen-
tration on ideology, as in the Andro-
pov-inspired directives, may be nec-
essary if the faith is to survive, but
that is not enough. Indeed, it could
be argued that this is the wrong way
to look. To compete requires the de-
velopment and rapid expansion of
electronics industries. To move in
these directions, the bloc must break
not only with the past but with the
present.

Far from the Soviet bloc catching
up, the consensus seems to be that it
is falling even further behind. The
snag with a philosophy of copying
our successes is that by the time they
have been copied, we have already
moved on. Installation volumes in
the West are now sufficiently large
for synergistic effects to be felt; in
other words, changes may acceler-

ate,

The Soviet bloc is caught in a trap.
And it is a trap of its own making,
not ours — at least not by design.
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